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1
Decision/action requested

It is requested to approve the pCR to add new solution for KI#2.4 of TR 33.824.
2
References
[1]
3GPP TR 33.824 Study on Security for NR Integrated Access and Backhaul.
3
Rationale

This pCR is proposes to add new solution to verify the authenticity of BH-RLF indication for KI#2.4.
4
Detailed proposal
******Start of Change******
6.1.X
Solution #1.X: Authenticity verification of BH-RLF indication
6.1.X.1
Introduction

This solution addresses the security requirement for the Key issue#2.4.
· The 5GS shall support a mechanism to verify the authenticity of the received BH-RLF by the IAB-nodes.
6.1.X.2
Solution details

Consider the scenario where, an IAB-Donor, IAB-node#1 (parent node), and IAB-node #2 (child node), terminated at IAB-MT having stable communication over path1. If Backhaul Radio Link failure occurs between IAB-node#1 and IAB-Donor, IAB-node#2 recevives a BH-RLF indication from IAB-node#1.

It is proposed that the IP layer verifies the authenticity (for example, by initiating ICMP echo/ping message) and provide the verification result to the F1AP to take further action as described in figure 6.1.X.2-1 
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Figure 6.1.X.2-1: Authenticity verification of BH-RLF using ICMP 

In figure 6.1.X.2-1, IAB-node#2-child uses ICMP ECHO messages over IP layer to re-check the reachability of the destination IAB node.

· At step 1, IAB-node#2-child sends ECHO request to the IAB donor via path1 (for which BH-RLF indication is received). 

· If BH-RLF received by IAB-node#2-child is the one transmitted by the attacker, then at step 2-4 IAB-node#2-child receives ECHO back as response within a given time window. If IAB-node#2 receives a successful response from IAB-Donor, then it should continue the communication over same established path (path1).

· If there is no response within the time window (step 1’-3’), IAB-node#2 determines that the BH-RLF is from genuine parent node and proceeds to re-establish RRC connection via a recovery path.

6.1.X.3
Evaluation

This solution addresses the potential security requirements of key issue#2.4. The solution proposes to verify the authenticity of the BH-RLF over IP layer by initiating ICMP echo/ping message and provide the verification result to the F1AP to take further action. 
******End of Change******
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